
 

 

Research Administration Network Agenda 

SUB Ballroom A 

June 12, 2018 

9:00am to 10:00am 

 

PRE AWARD ITEMS: 

1. Introduction of New Staff for OSP and New Staff Promotions for CGA-Danielle B. and Ricardo 

2. CUI/IT and contract review times 

3. Trainings scheduled for June 
 

4. NSF vendor setup 
 

5. 5 Day Rule Discussion 
 

6. Proposal Revamp Update: Analytics, Red Zone and Questions 
 

7. Website Launch 7/1/2018 
 

8. Comments and Suggestion Box on the website 
 

 

POST AWARD ITEMS: 

1. State awards – Year End reminder 
 

2. Chrome River 
a. Year End Deadlines 
b. Delays in Approvals 
c. Data Analytics on Returns 



Unclassified but Controlled:
Safeguarding your Research

HANNAH CLARK (CONTRAC T TEAM) AND ALYSSA P IERCE (PROPOSAL  TEAM)

OF F I CE  OF  S PON S OR ED PROJ EC TS  - M A I N  CA M PUS  - UN I VERS I TY  OF  N EW M EXI CO 



AGENDA

◦ Definition of Controlled Unclassified Information
◦ Current Processes for Handling CUI Contracts:
◦ Current OSP Process
◦ Identifying CUI in Research Agreements
◦ Identifying CUI in Research Proposal Solicitations

◦ Questions



WHAT IS CUI?

CUI is a term used to refer to categories of unclassified information that the 
Govt has determined requires “safeguarding or dissemination controls."

CUI replaces categories such as:
◦ Sensitive but Unclassified (SBU)
◦ For Official Use Only (FOUO)



WHERE ARE CUI CATEGORIES LOCATED?
CUI Registry (https://www.archives.gov/cui/registry/cui-glossary.html)
◦ Online repository for all information, guidance, policy, and requirements on handling 

CUI.
◦ Includes 18 main categories and approx. 2- 17 subcategories within each main 

category.

The CUI Registry:
◦ identifies all approved CUI categories and subcategories,
◦ provides general descriptions for each,
◦ identifies the basis for controls,
◦ establishes markings, and
◦ includes guidance on handling procedures.

https://www.archives.gov/cui/registry/cui-glossary.html






WHY IS CUI IMPORTANT?

National Institute of Standards & Technology (NIST)
◦ NIST is a non-regulatory unit of the Dept. of Commerce
◦ NIST promotes and maintains standards and encourages use and adherence 

to those standards.

https://www.nist.gov/



HOW ARE NIST & CUI RELATED?
NIST Special Publication 800-171 - "Protecting Controlled Unclassified Information in 
Nonfederal Systems and Organizations“

◦ Provides federal agencies with a set of recommended security requirements for protecting 
the confidentiality of CUI when such info resides in nonfederal systems.

◦ Security requirements apply to...nonfederal systems and organizations that process, store, or 
transmit CUI, or that provide security protection for such components.

◦ The security requirements are intended for use by federal agencies in contractual vehicles OR 
other agreements established between those agencies and nonfederal organizations.

https://csrc.nist.gov/publications/detail/sp/800-171/rev-1/archive/2016-12-20



NIST & CUI CONT'D

NIST SP 800-171 provides guidance for implementing and complying with a specific federal 
regulation within the Defense Federal Acquisition Regulation Supplement (DFARS).

DFAR 252.204-7012 – Safeguarding Covered Defense Information and Cyber Incident Reporting

Controlled Unclassified Information (CUI) is referred to as bCovered Defense Information (CDI) 
under a defense contract.

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012



CURRENT OSP PROCESS - OVERVIEW
1. Identify any CUI requirements.

2. Discuss CUI applicability with UNM Researcher and funding agency.

3. If all parties agree that CUI will not be involved, OSP will attempt to have the DFAR clause 
removed from the contract. If unsuccessful, the UNM Researcher will sign an attestation 
form attesting to the non-involvement of CUI.

4. If all parties agree the CUI will be involved, the CUI Planning Team sets up a workshop (this 
workshop includes the PI and their local IT manager) to assess the PI’s research environment 
with the goal of obtaining either:

a) an attestation from the PI that Controlled Defense Information (CDI) is not processed, stored, transmitted by the PI, or
b) a list of compliance gaps to be mitigated to achieve compliance, the parties responsible for completing that work, and the 
expected due dates.



CURRENT OSP PROCESS -IDENTIFYING CUI









CUI AND PROPOSALS
CUI requirements are not typically seen at the proposal stage. 

OSP is currently concerned with DFAR 252.204-7012, but CUI can present itself in different 
manners. 

There are a few instances in which DFAR 252.204-7012 may be present:
◦ Department of Defense proposals;
◦ Air Force proposals and other DoD Agencies;
◦ Other Federal proposals;
◦ Representations & Certifications (Reps & Certs)

Although CUI is not typically being seen at the proposal stage, OSP anticipates that there will be 
an increase of solicitations that have CUI over the next year as CUI compliance measures 
increase.



IDENTIFYING CUI AT PROPOSAL STAGE
Alyssa Pierce will work closely with the Proposal Team & Contracts Team to:

◦ Provide training on identifying CUI requirements within proposals, solicitations, Reps & Certs, 
etc.;

◦ Review incoming proposals, solicitations, Reps & Certs, etc. for CUI requirements;
◦ Identify DFAR 252.204-7012 requirements; 
◦ Collaborate with UNM Researcher and Contracts Team to ensure early awareness of CUI;
◦ Conduct ongoing weekly meetings with Contracts Team on current CUI reqs identified;



WHAT IS YOUR ROLE WITH CUI?
◦ Be informed! Take advantage of reviewing available resources.
◦ Become familiar with CUI and the various categories and subcategories 

(CUI Registry https://www.archives.gov/cui/registry/cui-glossary.html) 

◦ Become acclimated to key words and federal regulations: “controlled”, “unclassified”, “FAR”, 
“CFR”, “DFAR”, and “AFFAR” that may be incorporated in solicitations

◦ Consistently review Reps & Certs as they pertain to your proposal. 
◦ Utilize FRSO support, if needed – the FRDO is an excellent resource!
◦ If you have questions, ASK! You can contact Hannah or Alyssa with any questions you may 

have about CUI.

https://www.archives.gov/cui/registry/cui-glossary.html


QUESTIONS?
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